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ABSTRACT
Anti-forensic techniques aim to prevent, hinder or corrupt the
forensic process of evidence acquisition, its analysis, and/or its
admissibility. File systems are at the spotlight of almost every
forensic investigation. The Linux B-tree file system (Btrfs) offers a
paradigm shift in file system design by providing simple adminis-
tration, end-to-end data integrity, and immense scalability without
loss of performance. However, the potential of Btrfs for forensics
examination and its resistance to anti-forensic activities was not
investigated before. This paper covers this gap by analysing the
forensics value of Btrfs and its robustness against anti-forensics
activities. The experimental results suggest that Btrfs offers strong
hurdles to many anti-forensic attacks. These include making it
difficult to securely wipe files, disallowing hiding data in reserved
locations of the file system data structures, and so on. Based on our
findings, even a corrupt Btrfs volume could contain remnants of
deletion of small files, hidden data in reserved locations and magic
string forgery. Furthermore, forensic tools meant for Btrfs investiga-
tion must be augmented to support automated forensic analysis of
possible hidden data in boot sector, file slack, volume slack and
mount-point directories, MAC-DTS forgery, and sparse files.
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1. Introduction

Anti-forensic techniques aim to prevent, hinder or corrupt the forensic process of
evidence acquisition, evidence analysis or presentation 1. These techniques achieve
their aim either by hiding or altering malicious remnants to avoid detection or make
the data inadmissible in legal proceedings. Even though forensic techniques are evol-
ving with time, anti-forensic techniques have also seen significant progress over time 2.

File systems are at the spotlight of (almost) every forensic investigation as they yield
most of the digital evidences collected from a crime scene 3. Consequently, file system
anti-forensic techniques have witnessed significant growth over time so as to create
maximum possible hindrance to the forensic investigation 4. This makes it imperative for
digital forensic investigators to understand anti-forensic capabilities of file systems for
reliable and admissible crime scene investigation 5.

CONTACT Ali Dehghantanha dehqan@gmail.com Department of Computer Science, University of Sheffield, UK

AUSTRALIAN JOURNAL OF FORENSIC SCIENCES
2020, VOL. 52, NO. 4, 371–386
https://doi.org/10.1080/00450618.2018.1533038

© 2018 Australian Academy of Forensic Sciences

Web of Science: https://www.webofscience.com/wos/author/record/1919372
Scopus: https://www.scopus.com/authid/detail.uri?authorId=55199596100
ORCiD: https://orcid.org/0000-0002-6043-1609

Q1 Q2 Q3 Q40

2

4

6

8

Pa
pe

rs

WoS Quartile

SCIE SSCI ESCI0

5

10

15

Pa
pe

rs
WoS Indexing

10+ 5-10 2-5 1-2 0-10

2

4

6

8

Pa
pe

rs

Impact Factor

Si
ng

le
Jo

int
Fi

rst La
st

0

10

20

30

Pa
pe

rs

Authorship

MCA PhD Project0

2

4

6

Pa
pe

rs

Mentorship

Summary
{ Teaching
{ 13 years of teaching experience
- MCA, University of Kashmir (10.5 years substantive plus 2 years tentative)
- MS Security & MS Data Science, Islamic University of Madinah (2.5 years)

{ Master’s course Coordinator
- Department of Computer Science, University of Kashmir - North Campus (2013–2016)
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{ 14 years of research experience
{ Primary Research Area: Storage & File Systems
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- Big data Storage & file systems

{ Interdisciplinary Research:
- Education Technology
- Library Information System
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- Publications: 5 SCIE & 2 Scopus Single Author
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{ Masters Students Awarded: 07
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- University of Guelph, Canada – 1 SCIE
- University of Granada, Spain – 1 SCIE
- Islamic University of Madinah, KSA – 5 SCIE
- University of Luxembourg & Tuskegee University

{ Peer-reviewer
- IEEE Transactions on Information Forensics & Security
- IEEE Transactions on Big Data
- IEEE Transactions on Consumer Electronics

{ 4̃0 published articles
- 1 book
- 3 book-chapters
- 29 journal papers (WoS, Scopus)
- 6 conference papers (IEEE, ACM, Springer)

{ Cumulative Impact Factor: 61.9
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